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INTRODUCTION TO RISK ASSESSMENT  
 
The Joint Commission issued a new requirement for hospitals in October of 2007.  It primarily affects the physi-
cal security of hospitals, with particular focus on the neonatal unit, visitor access to particular areas of the hos-
pitals, including the emergency room. 
 
The first requirement in this new standard is: “Conduct an annual Risk Assessment that evaluates the potential 
adverse impact of the external environment on the security of patients, staff, and others coming into the facil-
ity.”   The second requirement is: “Use the risks identified to select and implement procedures and controls to 
achieve the lowest potential for adverse impact on security.” 
 
Other areas of the standard address whether staff members wear badges, how visitor access to the neo-natal 
is handled,  how new babies should be tagged, whether the organization has a program in place to mitigate 
violence in the emergency room, and other related areas. 
 
How to conduct, deploy and manage a large risk assessment is a very complicated process, and the under-
standing of how to map identified risks into effective controls is the focus of this article. 
 
Risk assessment is the foundation of any security program.   Whether it is analyzing security of a large distrib-
uted campus of dozens of building, or whether it is analyzing a single free-standing hospital, it is a standardized 
way of addressing and managing risk.  Risk assessments look at a variety of threat scenarios, reviewing the 
value of the organization’s assets (which includes the well-being of the patients), and using quantitative data 
(measurable information), to develop a risk factor and also solutions that afford the organization protection 
against the most likely risks, and the solutions are then evaluated by their cost-effectiveness – or ‘The Best Bang 
for the Buck’ 
 
 
A RISK ASSESSMENT, BY DEFINITION, MUST INCLUDE THE FOLLOWING ELEMENTS: 

 
1.  The Assets that Need to be Protected – for example, Patients, Staff, Pharmaceuticals 
2.   The Threats that Might Occur – Theft, Vandalism, Violence 
3.   The Vulnerabilities in the Organization that would leave a ‘window of 
       opportunity’ allowing the threat to materialize – e.g., not having a visitor 
       management program, not using staff badges, leaving doors unlocked 
       in a sensitive area. 
4.   The potential losses the organization would sustain if the threat occurs -  
       infant is stolen, patient dies on emergency room floor. 
5.   The Controls which would either reduce the impact of a threat occurrence, or 
      eliminate the possibility of the threat materializing.  Having each infant banded, 
      not printing birth notices, having a current visitor management system. 
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Each element is then analyzed against every other element to create a risk assessment. First, the Assets are 
linked to Potential Losses, then the relevant threats are examined to see what threats are a higher likelihood of 
occurrence in this environment.  Security vulnerabilities identified in the compliance survey are added to the 
model.  Lastly, potential controls are analyzed to see which controls would offer the protection needed, and 
are then ranked by Return On Investment. 
 

Here’s an example of how each category is mapped to every other category: 
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MOVING PHYSICAL SECURITY UP TO THE C-LEVEL 
 
The effect of the new Joint Commission requirement is to elevate the physical security program up to a higher 
level in the organization.   It integrates the security function into the management of the organization, primarily 
because security is now a major element in an organization’s ability to carry out its primary function – provid-
ing health care.   Having a risk assessment requirement also impacts the security budget.  Because compli-
ance is the driver – it may be easier to get management buy-in to improve security in the hospital.  This in-
cludes answering questions like:  how much security do we need to be secure?  How much does it cost to im-
prove our security program to the most effective level?  And, for the first time, are we, as an organization com-
pliant with the new security guideline? 

 
RISK ASSESSMENT IS A MANAGEMENT PROCESS AND SHOULD INVOLVE ALL AREAS OF THE HOSPITAL 

 
Employees must be an integral part of the risk assessment process.  Employees see security from a different 
and very valuable perspective -- they integrate it into their daily work.  Whether you are going to include ad-
missions staff, clinical staff or security officers, getting information from a wide variety of individuals is extremely 
important to the validity and accuracy of the risk assessment. 
 



MANAGEMENT BUY-IN FOR THE RISK ASSKESSMENT 
 

In order to make it easy to involve others in the organization, management involvement from the very begin-
ning can make the difference between a successful risk assessment and one that is difficult to complete, with 
the final results possibly questioned or disregarded.  The key to obtaining strong organizational support for the 
risk assessment includes the following elements: 
 

• Getting Management Buy-In 
• Involving the Entire Organization 
• Asking Good Questions - Developing a Survey Method 
• Structuring an Effective Project Plan 

 
If you are conducting a risk assessment, it means that the activity AND the budget for risk assessment have al-
ready been approved by management,  whether you have your own in-house staff, or are using an auto-
mated software program or an outside consultants, or some combination of all three.  Just having the go 
ahead for a risk assessment is not enough. 
 

You will need management support from the top of the 
organization to be able to do an effective assessment. 

 
 

ASKING GOOD QUESTIONS—THE COMPLIANCE SURVEYS 
 

Asking good questions is the very heart of the risk assessment.  Questions should be set up to validate com-
pliance against published policies, guidelines and directives (for example, the Joint Commission or Environ-
ment of Care standard, or the IAHSS standard).   If you ask questions that are not linked to standards, and 
discover major problems, the path will not exist to force compliance.  Limiting the number of questions to 
ask is one of the most difficult aspects of the analysis. 
 
It is unrealistic to think that people will answer more than fifty to one hundred questions.  To avoid individu-
als having to answer questions that do not relate to their area, in a risk assessment, questions are divided 
into job categories, or what is called 'functional areas.'  Functional areas are pieces of a job.  By dividing up 
questions into these categories, for example, Michael Smith may answer 10 general questions, 20 questions 
for clinical staff (which is his area), and 15 specific questions about visitor management.  More specialized 
personnel, such as facilities managers, the physical plant manager, or an administrator will answer ques-
tions that relate only to his/her particular area.    
 
Having the questions available on a network, or over the web, will greatly increase the participation and 
result in a better risk assessment.     Software can aggregate and analyze the results of the questions  so 
management can easily see who answered the questions and how many of the individuals reported a par-
ticular finding (see chart below): 
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RESPONDENT Non Compliant Compliant Not Applicable Don't Know Compliance 
Bill Smith 124 49 9 36 28% 
Ron Lee 110 12 1 24 10% 
Deb White 97 24 12 22 20% 
Dave Hall 49 70 1 74 59% 
Mark Smith 47 137 8 22 74% 
Glenn Johnson 0 1 0 0 100% 
Allan Brown 0 2 3 0 100% 



THE ACTUAL ANALYSIS PROCESS 
 
The most difficult part of a risk assessment is the actual analysis.  There can be more than five million potential 
combinations of just 25 asset categories, 38 threat categories, 7 loss categories, 40 vulnerability categories 
and 200 potential safeguards (controls). So the analytics involved in analyzing the collected information is a 
major element of the assessment and those analytics are used to produce the final report.   
 

A report should include: 
• Asset information 
• Threat matrixes 
• Compliance and vulnerability graphs (see below) 
• The loss impact projections 

And the controls recommended by their Return On Investment. 
 

 
The following example shows what you need to include in a threat evaluation: 
 
LAFE = Local annual Frequency Estimate – How often the threat has occurred in 
              your environment. 
 
SAFE =  Standard Annual Frequency Estimate – How often the threat has occurred 
              on average in other similar organizations. 
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THREATS CURRENT UPDATED 
  LAFE SAFE 

Accident 0.02 0.20 
Activist/Riot/Civil Disor-
der 0.10 0.10 
Arson 0.02 0.05 
Assault 1.00 1.00 
Blackmail/Extortion 0.05 0.05 
Bomb Threats 2.00 0.10 
Burglary/Break In 1.00 0.50 
Communications Failure 6.00 6.00 
Data Disclosure 3.00 5.00 
Earthquake 0.05 0.05 
Explosion, Major 0.01 0.01 
Explosion, Minor/Mail 
Bomb 0.10 0.10 
Flooding/Water Damage 0.05 0.10 
Fraud/Embezzlement 1.00 1.00 

Available sources of threat 
data can include the organiza-
tion’s own Incident Reports, lo-
cal police statistics, the Ameri-
can Hospital Association 
(AHA); the National Oceano-
graphic and Atmospheric Ad-
ministration (NOAA), FBI Crime 
Statistics, National Fire Preven-
tion Association (NFPA), Bureau 
of Transportation Statistics,  the 
Disaster Recovery Journal, the 
National Institutes of Health 
(NIH), the Centers for Disaster 
Control and Prevention (CDC) 
and many other diverse 
sources. 



RETURN ON INVESTMENT 
 
Looking at the total security profile of an organization, a risk assessment can be used to  prioritize the potential 
security expenditures by their Return On Investment, that is, which new safeguards provide the ‘most bang for 
the buck’.  How else does an organization decide whether to implement personnel screening procedures, or 
hire additional guards, or invest in a new visitor management program? 
 
The cost benefit analysis combines information from the vulnerability assessment along with relevant threat 
data and asset information such as replacement values, criticality, and availability ratings on the assets.  Also, 
it’s a good idea to review how completely safeguards are currently being implemented.  The result of the cost 
benefit analysis will be to create a return on investment (ROI) ratio, balancing the value of the information 
against the cost of controls to protect it.  By establishing Return On Investment data, managers and directors 
can strengthen their security budgets, and make more informed decisions regarding which controls to imple-
ment, based not strictly on initial cost, but also on the current threat exposure of the organization or the indus-
try. 
 
In actual risk assessments, completing implementation of an existing control to 100% is often the most cost ef-
fective solution. The result of the cost benefit analysis would be to create a return on investment ratio (ROI), 
balancing the value of the information against the cost of controls to protect it. By establishing Return On In-
vestment data, managers and directors can make more informed decisions regarding which controls to im-
plement, not based strictly on initial cost, but also on the current threat exposure of the organization.  
 
Basing security controls on Return On Investment takes the risk and compliance assessment to a new level.   It 
is a method of looking across a large healthcare organization (or any organization) in a consistent and quanti-
fiable manner, with defensible, auditable results.   It also provides a way of benchmarking the effectiveness of 
security throughout an organization and it will identify the weak areas so those can be revisited with a more 
intensive analysis at a later date. 
 
The graph below demonstrates what a Return On Investment would look like.  The potential controls are ana-
lyzed by: 
 
1.  The percentage of the control currently in place. 
2.   Whether it is a “critical” control? 
3.    How much it costs to implement the control completely. 
4.    How much the Control mitigates each individual threat. 
 
Accountability, which is a built-in component of risk assessment, is increasingly important to senior manage-
ment who have to make decisions every day.   Board members and directors will see the value in using quan-
titative numbers to assess the security level of an organization and support the resulting management recom-
mendations.   
 
As corporate security policies and compliance regulations increase to address the increasingly regulated 
compliance environment, security risk management in general, and risk assessment  in particular,  is becoming 
an increasingly important tool in the healthcare environment. 

Reprinted with permission from the Journal of Healthcare Protection Management, Vol. 24, No. 2 

0.0 2.0 4.0 6.0 8.0 10.0 12.0 14.0 16.0 18.0 20.0

BR Warning Signs

KY Key Control/Inventory

KY Keys

VS Combination Control

IN Incident Notification

LK Magnetic

VC Vehicle Control

LK Policy/Procedure

CM Radio/Phone/Pager

EC Testing



THE TRUE VALUE OF A RISK ASSESSMENT—ACCOUNTABILITY 
 
Accountability, which is a built-in component of risk assessment, is increasingly important to senior manage-
ment who have to make tough decisions every day.   Board members and directors will see the value in using 
quantitative numbers to assess the security level of an organization and support the resulting management 
recommendations.   
 
As corporate security policies and compliance regulations increase to address the increasingly regulated 
compliance environment, security risk management in general, and risk assessment  in particular,  is becoming 
an increasingly important tool in the healthcare environment. 
 
The annual risk assessment can be a standardized way to improve security over time and at the same time, 
meet the current requirements of the Joint Commission.  While management support is critical, it will elevate 
security to a higher level inside the organization and make it easier to budget critical security improvements. 

 
 

-------------------------------END------------------------------- 
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